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Executive Summary 

This report documents the validation of the Anthrax Post-Exposure Prophylaxis (PEP) Clinical 

Decision Support (CDS) developed for the Centers for Disease Control and Prevention (CDC) by 

CAMH. An overview of the validation of CDS in general is discussed, and a plan for validating 

the Anthrax PEP CDS is reviewed. The validation plan called for leveraging an open-source tool 

called Synthea™ for generating a set of representative synthetic patient records. The Anthrax 

PEP CDS was executed against these synthetic patient records, and the outputs were then 

evaluated by the CAMH clinical team, who were familiar with the CDC guidelines upon which 

the CDS is based. The overall findings of the synthetic patient testing were very good; only two 

of the test patients exhibited any issues with the CDS outputs, and said issues were resolvable 

through a bug fix in the software used to execute the CDS and not in the CDS itself. Finally, a 

number of key lessons learned are documented from the outcomes of the synthetic patient 

testing. To the extent within the limitations afforded by synthetic test data, the Anthrax PEP CDS 

has been validated using the procedures described in this report.
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1. Introduction 

According to The Office of the National Coordinator for Health Information Technology [1]: 

“Clinical decision support (CDS) provides clinicians, staff, patients or other 

individuals with knowledge and person-specific information, intelligently filtered 

or presented at appropriate times, to enhance health and health care. CDS 

encompasses a variety of tools to enhance decision-making in the clinical 

workflow. These tools include computerized alerts and reminders to care 

providers and patients; clinical guidelines; condition-specific order sets; focused 

patient data reports and summaries; documentation templates; diagnostic 

support, and contextually relevant reference information, among other tools.” 

Clinical decision support, or CDS, represents a more efficient and consistent approach to 

distributing expert guidance in a manner that is less prone to transcription and interpretation 

errors compared to clinical guideline textual narrative alone. The Centers for Disease Control 

and Prevention (CDC) engaged the Centers for Medicaid & Medicare Services (CMS) Alliance 

to Modernize Healthcare (CAMH) Federally Funded Research and Development Center 

(FFRDC) to develop one CDS artifact1 based upon a subset of the multiple anthrax guidelines 

published by the CDC. The CAMH FFRDC, sponsored by CMS and all divisions of the 

Department of Health and Human Services (HHS), is the first FFRDC dedicated to strengthening 

the nation’s healthcare system. MITRE, an objective not-for-profit organization, operates CAMH 

in partnership with CMS and all HHS agencies to implement innovative ideas to solve our 

nation’s toughest health problems. 

The CDS artifact developed by CAMH focuses on post-exposure prophylaxis (PEP) [2] for 

adults exposed to anthrax. While the artifact is described in detail elsewhere [3], for the purposes 

of this report, it is helpful to know that the artifact provides recommendations for PEP treatment 

based upon the information found in the patient’s electronic health record (EHR). Treatment can 

be in the form of a dose of the anthrax vaccine and/or a prescription for one of a number of 

recommended antimicrobial medications. Logic encoded into the CDS determines the patient-

specific recommended treatment and can also provide a variety of alerts to the clinician under 

certain conditions (e.g., a documented patient allergy to one of the recommended treatments) [3]. 

The Anthrax PEP CDS artifact encapsulates the CDC guidance using modern health information 

technology (IT) standards and systems. In particular, it represents clinical information using 

standard codes and resources, such as the Logical Observation Identifiers Names and Codes 

(LOINC) system [4] for observations and measurements and the Fast Healthcare Interoperability 

Resources (FHIR) standard [5] for data formats and information exchange. The CDS artifact also 

aggregates certain clinical codes into value sets as appropriate, and these are posted on the Value 

Set Authority Center [6]. The deterministic and executable logic in the CDS artifact is 

implemented using the Clinical Quality Language (CQL) [7]. 

This report documents the testing and validation of the CDS artifact produced by CAMH for the 

Anthrax CDS project and is organized as follows. CDS validation in general is discussed in 

Section 2, as are the validation approach options that were considered for this effort. The CAMH 

                                                 
1      A CDS artifact is an electronic document consisting of many formatted fields and related file attachments, which 

together describe the purpose and function of a specific CDS tool. 
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team and CDC jointly decided that a synthetic pilot was the most viable approach to validation of 

the anthrax CDS. Section 3 provides a description of the synthetic pilot plan, rationale, and 

methodology. A synthetic patient record generator, Synthea™, was leveraged to provide data for 

the pilot. Section 4 provides a description of Synthea™ as well as the modifications introduced 

to support the synthetic pilot. Section 5 provides an overview of the results from the synthetic 

pilot, with details listed in Appendix B. Lessons learned during the validation process are 

documented in Section 6. A conclusion section summarizes the key findings and results. 
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2. CDS Validation 

If CDS does not represent the underlying clinical guidance in a precise and standard way, it will 

not be widely adopted and used. CDS validation is meant to ensure that a CDS truly represents 

the clinical recommendations and guidance upon which it is based. This section discusses CDS 

validation in general and the options considered for the anthrax CDS project. 

2.1 Validation Purpose 

CDS validation is generally not meant to imply validation of any underlying clinical guidance. 

Instead, the purpose of validation is to ensure that CDS reflects the intention of the underlying 

guidance in an accurate and unambiguous manner. Clinical guidelines can sometimes contain 

vague or ambiguous statements, frequently due to insufficient evidence for warranting additional 

specificity. A good CDS tool should accurately reflect the underlying guidance while also being 

precise and specific through the use of open standards and coding. A good CDS validation 

should not only verify that these criteria are met but should also provide insight into how the 

underlying guidelines could be made more precise and amenable to implementation as CDS. 

2.2 Validation Components 

CDS validation consists of several components, each of which addresses different aspects of 

CDS functionality. The first validation component starts with asking basic questions about the 

CDS, such as whether it makes use of valid and publicly available codes, value sets, clinical 

concepts, and data models. A CDS that only uses local and/or proprietary codes and data models 

is much less useful since it cannot be widely adopted without significant integration efforts. 

Another basic validation question is whether the CDS logic is written in an open, domain-

specific, and platform-independent language, such as CQL [7]. CDS logic can be written in 

almost any programming language; however, CQL was designed for authoring CDS logic as well 

as Clinical Quality Measures (CQMs) and so can be considered particularly well suited here. 

Regardless of the implementing language, validation should ask whether the CDS logic can be 

readily converted to a machine-interpretable format (as is the case with CQL). 

The second validation component consists of running a battery of internal or “built-in” tests, 

which ideally should have been written while the CDS was being developed. These built-in tests 

should test the full range of the CDS functionality and should verify that the CDS executes 

correctly when given the expected and well-formed data inputs. Sixty-one synthetic test patient 

records were defined during the development of the Anthrax PEP CQL [8]. These tests were 

created as part of a test-driven development (TDD) [9] approach to writing the Anthrax PEP 

CQL, where very short development/test cycles were repeated until the CDS was complete. 

These tests check a range of functionalities, including vaccine dose timing and trigger conditions 

for the alert messages produced by the CDS. While these built-in tests may contain edge-cases 

[10] (e.g., patients with missing or malformed data), generally they are closely aligned with what 

the CQL expects in terms of input data. 

Pilot testing is the third validation component. During pilot testing, the CDS is exposed to a 

much wider variety of patient records to assess its robustness and completeness. While the built-

in testing can and should be designed by the CQL developers as part of their TDD approach, 
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pilot testing should provide an independent avenue for assessing the CQL logic. In other words, 

pilot testing should afford the opportunity to ask whether assumptions made by the CQL logic 

about the data match reality. CDS validation pilots come in different types; the choice of what 

kind of pilot to use for a particular CDS is often framed as a “live versus synthetic” decision. 

However, as the next section discusses, the options are more nuanced than a binary decision. 

2.3 Pilot Options 

As shown in Figure 1, there are three dyadic choices to be made when designing a CDS 

validation pilot. The patient records can be from real patients or synthetically generated, the CDS 

can be executed live or in an offline (post facto) fashion, and the data can be from a real 

electronic health record (EHR) system or not. The three dyadic choices are discussed in more 

detail elsewhere [11]. The six viable options for a CDS validation pilot are shown in Figure 1. 

 

Figure 1. CDS Validation Pilot Options 

CAMH has previously delivered an Anthrax CDS Pilot Decision Briefing [11], which evaluated 

the six viable pilot options using a set of metrics. The conclusion reached in collaboration with 

CDC was that a synthetic, offline, non-EHR pilot was the option most likely to provide a useful 

validation, given the project budget and schedule constraints. The rationale for this decision 

included: 

• Validation implementation does not require external collaborators. 

• Open-source tools exist to generate synthetic data compatible with existing CAMH CQL 

capabilities. 

• Synthetic data can be tailored for the anthrax use case addressed by the CDS. 

• A variety of synthetic data can be generated to test CDS robustness and to model EHR 

idiosyncrasies. 

After delivery of the Pilot Decision Briefing, CAMH formulated and executed a synthetic pilot 

plan. That plan is discussed in the next section. 
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3. Synthetic Pilot Plan 

A synthetic pilot affords the opportunity to explore scenarios that would be difficult or 

impossible to realize in a live clinical setting. For the use case of interest to the Anthrax PEP 

CDS, EHR systems are not likely to have anthrax-related diagnoses due to the rare nature of the 

disease. Thus, a synthetic pilot can provide important lessons learned regarding preparation for a 

rapid response in an emergency situation. This section outlines the synthetic pilot plan for the 

Anthrax PEP CDS. 

3.1 Overview 

The synthetic pilot involves the generation of a set of synthetic patient records using an open-

source tool called Synthea™, which is described in detail in Section 4. The Anthrax PEP CDS is 

then executed against the synthetic patient records using an open-source CQL execution 

framework [12] along with a library [13] for exposing FHIR patient bundles [14] to the CQL 

execution framework. For each synthetic patient record, the executed CDS outputs one of the 

following based upon the content of the patient record: 

• Nothing 

• An order set of recommended PEP treatments 

• One or more alert messages 

• Both an order set and one or more alerts 

The outputs from the executed CDS are then evaluated by subject matter experts (SMEs) from 

the CAMH clinical team based on the underlying CDC guidelines. The evaluation by the clinical 

SME team forms the basis for the lessons learned documented in this report. In addition, the 

CDC solicited feedback from anthrax SMEs and external stakeholders for the Anthrax PEP CDS 

artifact [3] and implementation guide [8]. 

3.2 Methodology 

Section 4 describes the synthetic patient records as well as the Synthea™ Anthrax model 

developed for this effort. One hundred test patient records2 were generated with Synthea™, the 

records were executed against the CDS, and the CDS outputs were evaluated by the CAMH 

clinical SMEs. Figure 6 in Appendix A.1 shows a blank copy of the evaluation form used by the 

clinical SME team to assess the CDS outputs. The evaluation form consists of one row per 

synthetic patient record. For each patient, the clinical SME evaluator asked whether the CDS 

outputs are consistent with the content of the patient record. Two evaluators were used for the 

first 10 synthetic patient records, and the remaining records were reviewed by just one evaluator. 

Any inconsistencies found in the remaining records were reviewed by both evaluators, and then 

confirmed with the CAMH pilot team. 

While the outputs of the CDS are described elsewhere [8], for reference a summary has been 

included below in Table 1. Six CDS outputs are potential alert messages, and one output is the 

                                                 
2      Because Synthea™ allows for patients to die, 112 test patients (100 living) ended up being generated and 

processed by the CDS. 
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order set of recommended PEP treatments. The CDS output names in Table 1 are written in 

camel case [15] because that is the naming convention used by the CQL for the Anthrax PEP 

CDS. Each of the CDS outputs is formatted as particular a type of FHIR Second Draft Standard 

for Trial Use (DSTU2) [16] or Third Standard for Trial Use (STU3) [17] resource. 

Table 1. Summary of Anthrax PEP CDS Outputs 

 

CDS Output 

FHIR 
Resource 
Type 

 

Description 

FlagNoAsymptomaticObservation Flag (DSTU2) Patient is exposed to anthrax but does not have an 
asymptomatic Observation. If this is the case, a Flag resource 
will be generated below to highlight this issue, since post 
exposure prophylaxis is only recommended for asymptomatic 
patients. If the patient is both exposed and asymptomatic, 
then this Flag resource will be empty. 

DetectedIssueExistingAntimicrobialRx DetectedIssue 
(DSTU2) 

Patient has at least one existing prescription to one of the 
recommended antimicrobials. If the patient is exposed, 
asymptomatic, and has an active Rx for a pertinent 
antimicrobial, a DetectedIssue resource will be generated 
which will reference the most recent Medication resource for 
one of the antimicrobials. If the patient does not have an 
existing Rx, then this DetectedIssue resource will be empty. 

FlagAntimicrobialMedicationAllergies Flag (DSTU2) Patient potentially has an allergy to one of the antimicrobials. 
If the patient is exposed, asymptomatic, and has an 
AllergyIntolerance resource for one of the recommended 
antimicrobials, a Flag resource will be generated to alert on 
this. If the patient has no allergies, then this Flag resource will 
be empty. 

FlagBioThraxAllergy Flag (DSTU2) Patient potentially has an allergy to the anthrax vaccine. If the 
patient is exposed, asymptomatic, and has an 
AllergyIntolerance resource for the anthrax vaccine, a Flag 
resource will be generated to alert on this. If the patient has no 
allergies to the vaccine, then this Flag resource will be empty. 

FlagLatexAllergy Flag (DSTU2) Patient potentially has an allergy to latex. If the patient is 
exposed, asymptomatic, and has resources indicating an 
allergy to latex, a Flag resource will be generated to alert on 
this. If the patient has no allergies to latex, then this Flag 
resource will be empty. 

DetectedIssueBioThraxHistoryInconsistencies DetectedIssue 
(DSTU2) 

Patient BioThrax dosing history has data consistency issues. 
Either there is an indication that the recommended dosing 
sequence was not followed (i.e., there is a missing dose), or 
the last vaccine Procedure is missing a date. Under these 
conditions, this CDS cannot reliably provide the correct PEP 
treatment recommendations. If there is a missing dose in the 
vaccine sequence, or if the last vaccine Procedure is missing 
a date, then a DetectedIssue resource will be generated which 
will reference the most recent vaccine Procedure resource. If 
no inconsistencies are found, then this DetectedIssue 
resource will be empty. 

OrderSet PlanDefinition 
(STU3) 

The order set containing the recommended treatment for 
Anthrax PEP. It references the ActionList and the 
ContainedResourcesList, which contain the recommended 
treatments, possibly including an antimicrobial prescription 
and/or a vaccine dose. If treatment is not recommended, then 
this resource will be empty. 

 

The SME evaluators first reviewed a synthetic patient record, and then examined the 

corresponding CDS outputs and compared that against the intended output. If an output was 



 

Centers for Disease Control and Prevention Synthetic Pilot Plan 

Adapting Emergency Preparedness and Response Guidelines to the Digital Age CDS (Clinical Decision Support) Validation Report 

 7 
Version 1.0  October 17, 2018 

correctly populated, then the evaluators marked that entry in the form shown in Appendix A.1 

with a “1” as an indication of correctness. Otherwise, the evaluators left the “0” value in that 

entry of the evaluation form to designate an incorrect response. The evaluation form also 

contains a column for the evaluators to record comments regarding errors in the outputs. The 

results from this evaluation are discussed in Section 5. 

In addition to the evaluation by the CAMH clinical SMEs, a questionnaire was prepared for CDC 

to solicit feedback on the Anthrax PEP CDS. The questionnaire is shown in Figure 7 in 

Appendix A.2. 

3.3 Discussion 

As discussed in Section 2.2, CDS validation consists of several components. There are 

similarities between the “built-in” tests and the synthetic patient records referenced above. 

However, there are several important differences between the two, which are described in more 

detail below.  

The built-in testing that should accompany the CQL development is what is referred to in 

software development as clear-box testing [18]. These tests are designed with a knowledge of 

how the CQL operates (i.e., they can see inside the “box” being tested). In other words, the tests 

and the CQL are tailored for each other. Especially if a TDD approach is being taken with the 

CQL development, the built-in tests should pass by definition [9]. 

In contrast, the pilot synthetic test patients use very little information about how the CQL 

functions. This means that the synthetic pilot is a form of what is referred to in software 

development as black-box testing [19]. Having an independent tool like Synthea™ generate 

synthetic test patient records makes the validation more robust and complete. 

The format of the patient records generated by Synthea™ may contain syntactic differences due 

to variations sometimes seen with FHIR export implementations. Put another way, the synthetic 

patient records generated using Synthea™ could be expected to have slight differences compared 

to those produced for the built-in testing. In addition, Synthea™ generates pseudorandom [20] 

patient records, which will help to evaluate unanticipated edge cases [10]. Having a clinical SME 

assess a modest number of black-box test records, along with the output from the CDS, provides 

additional insights and validation. 

A sample size of 100 records was chosen for the synthetic pilot based upon the number of 

parameters of the Anthrax population model (see Section 4.2) and the number of CDS output 

combinations.3 Additional synthetic test patient records could have been generated; however, 

they would most likely be redundant and not test a new or unique clinical scenario. The CDS 

outputs were evaluated manually by necessity since the randomness of Synthea™ ensures that 

there is not an answer key. Increasing the size of the synthetic pilot would greatly increase the 

amount of effort on the part of the clinical SMEs doing the evaluation, and likely provide little 

additional benefit. While not strictly appropriate here, cursory sample size calculations appear to 

support this claim [21]. 

  

                                                 
3    There are 27 possible values for OrderSet plus the six potential alerts listed in Table 1. 
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4. Synthetic Patient Record Generation 

A key component of the synthetic pilot is the synthetic patient records used as data inputs for the 

Anthrax PEP CDS. These records are created using the Synthea™ open-source synthetic patient 

generator [22]. This section describes Synthea™, Synthea’s Generic Module Framework (GMF) 

for modeling diseases and treatment, and the anthrax module developed in support of the 

synthetic pilot. 

4.1 Synthea™ 

Synthea™ is an open-source tool for generating synthetic patient records [22]. The goal of 

Synthea™ is to provide statistically and demographically accurate patient medical history 

records that are free from cost, privacy, and security concerns. The medical history records 

generated by Synthea™ are not real but instead are synthetically generated using models 

informed by publicly available databases for population demographics, provider information, and 

healthcare costs [23]. 

4.1.1 Overview 

A high-level depiction of the Synthea™ architecture is shown below in Figure 2. Synthea™ is 

written in the Java programming language [24] and takes an agent-based approach [25] to 

generating synthetic patient records. Each synthetic patient in the population independently 

progresses from birth to the current date (or death, whichever comes first). Random models 

called modules are applied to each synthetic patient to account for diseases and clinical 

encounters. Once all synthetic patients are either updated to the current date or are deceased, the 

records can be output in a number of formats [26]. 
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Figure 2. Synthea™ Architecture  
Source: https://github.com/synthetichealth/synthea/wiki/Getting-Started 

4.1.2 Modules 

Synthea™ provides a GMF for defining random models of diseases and clinical treatments and 

encounters [27]. Referred to as clinical disease modules or simply “modules,” these random 

models are written in JavaScript Object Notation (JSON), a common format for defining and 

exchanging structured data [28]. Each module is written for a specific type of disease or 

treatment and consists of a number of states and state transition probabilities. The synthetic 

patients in the population randomly traverse through the states in each module as the simulation 

time progresses. Transition from one state in a module to another can be deterministic [29] or 

random, and is influenced by the specified state transition probabilities and other control 

mechanisms such as guards [30]. An example state diagram from the Synthea™ documentation 

is reproduced below in Figure 3. 

https://github.com/synthetichealth/synthea/wiki/Getting-Started
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Figure 3. State Diagram for an Example Synthea™ Module  
Source: https://github.com/synthetichealth/synthea/wiki/Generic-Module-Framework%3A-Complete-

Example 

As can be seen in Figure 3, Synthea’s GMF allows detailed models to be built up that can 

describe the nature and timing of diseases, treatments, and encounters. Synthea™ comes with a 

growing set of modules, including models for the top 10 reasons patients visit a primary care 

physician and the top 10 conditions in terms of years of life lost [31]. As will be described later 

in this report, a Synthea™ module for describing anthrax exposure and treatment was developed 

to support this pilot. 

4.1.3 Export 

Synthea™ allows synthetic patient records to be output to various file formats. Two formats are 

critical for the synthetic pilot: FHIR DSTU2 and text. The first format allows the synthetic 

patient records to be output as a FHIR DSTU2 patient bundle in a JSON format. This format is 

important because it is the one the CQL execution framework ingests and processes due to the 

use of the FHIR data source library [13]. If Synthea™ had not been able to output in FHIR 

DSTU2 format, then a translator would have to have been written. The second format exports the 

patient records in a simple and human-readable plain text. When the text format is used, much of 

https://github.com/synthetichealth/synthea/wiki/Generic-Module-Framework%3A-Complete-Example
https://github.com/synthetichealth/synthea/wiki/Generic-Module-Framework%3A-Complete-Example
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the coding and extraneous structure in the records is removed, making it easier for humans to 

interpret. The clinical SME evaluators use this plain text format as they assess each test patient in 

the pilot. An example of this simple format is provided later in this section (see Figure 5). 

4.1.4 Modifications 

Synthea™ is still under active development, and contributors regularly add new features [32]. 

Examples of new capabilities include additional modules for a greater number and variety of 

diseases, as well as an expanded ability to control the configuration and timing within the 

modules. For this pilot, a custom anthrax module was developed because no such model existed 

in Synthea’s current library; that module is described in the next section. The remainder of this 

section describes other changes made to the Synthea™ codebase by the Anthrax CDS team in 

order to execute the pilot. 

The changes made to the Synthea™ codebase only impacted behavior of the software during 

patient record export. Specifically, the changes were made to the FHIR DSTU2 export 

capability. The reason the changes were made was to relax assumptions made by Synthea™ 

regarding how the fields of certain FHIR DSTU2 resources were populated. 

FHIR DSTU2 Observation resources are meant to capture “measurements and simple assertions 

made about a patient” [33]. The Anthrax PEP CDS assumes that exposure to anthrax, 

asymptomatic findings, and pregnancy observations can all be represented as different codes in a 

FHIR DSTU2 Observation resource [8]. However, Synthea™ only allows Observations to have 

one specific type of code system (LOINC). A modification was introduced to Synthea™ to allow 

other types of code systems to be used (e.g., SNOMED-CT [34]). Without this modification, 

Synthea™ could potentially produce FHIR DSTU2 Observation resources with the incorrect 

code system, which would result in the resource not being correctly filtered due to a code / code 

system mismatch. 

FHIR DSTU2 AllergyIntolerances [35] are meant to document “risk of harmful or undesirable, 

physiological response which is unique to an individual and associated with exposure to a 

substance.” The Anthrax PEP CDS assumes that pertinent allergies and intolerances are 

represented as different codes in a FHIR DSTU2 AllergyIntolerance resource [8]. The Synthea™ 

FHIR DSTU2 exporter assumes that codes within all AllergyIntolerance resources are in the 

SNOMED-CT code system [34]. This is not the case when RxNorm codes [36] are used to 

represent substances to which a patient may be allergic. A modification was introduced to 

Synthea™ to allow other types of code systems to be used in FHIR DSTU2 AllergyIntolerance 

resources. Without this modification, Synthea™ could potentially produce FHIR DSTU2 

AllergyIntolerance resources with the incorrect code system, which would result in the resource 

not being correctly filtered due to a code / code system mismatch. 

4.2 Anthrax Module 

A Synthea™ module was developed in support of this pilot to allow for the anthrax exposure and 

treatment cycle to be modeled at a level appropriate for the CDS. The anthrax module is based 

upon the CDC guidelines, the Anthrax PEP CDS, and feedback from the CDC Anthrax SMEs. 

As with other Clinical Disease Modules included with Synthea™, the anthrax module is a 

pseudo-random state transition diagram. A visualization of the module rendered using the open-
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source Graphviz tool [37] is shown below in Figure 4, while the following paragraphs describe 

the different aspects of the model. 

The anthrax module consists of four sections: 

• Allergies 

• Exposure and initial visit 

• Antimicrobial treatment 

• Vaccine administration 

The allergies section is visible in the bottom-right portion of Figure 4. A simple probability 

distribution and pseudo-random number generator are used to determine if a patient has allergies 

to any of the recommended PEP treatments. The allergy transition probabilities are configurable 

parameters of the module, and the values used in the pilot are shown in Table 2. 

The initial anthrax exposure and initial visit are modeled as a random distribution spanning day 

220 through day 250 of 2018. All patients leaving the allergies section enter the exposure and 

initial visit section. Exposure and initial visit are grouped together due to a limitation in 

Synthea™ where guard nodes [30], which are used to tell a module to wait until a certain 

condition is met, can only specify the year of exposure, and not any finer date or time 

granularity. The random delay of 220 through 250 days is used to force Synthea™ to output 

records close to the actual time of the synthetic pilot (i.e., late August and early September 

2018). This random delay is a configurable parameter of the module, as are the proportion of 

synthetic patients being exposed to anthrax and those who are asymptomatic. The values used for 

these parameters are listed below in Table 2. 

Patients who are randomly selected as not being exposed proceed directly to the terminal state of 

the module (shown as the black leftmost node in Figure 4) and remain there until the end of the 

simulation. All other patients proceed to the antimicrobial treatment section. The fraction of 

patients randomly receiving a type of antimicrobial treatment is controlled by the parameters 

listed in Table 2. Patients also have a chance at entering the vaccine administration section, 

where the timing between doses is random and controlled by additional configuration 

parameters. Table 2 provides a concise summary of these parameters, and the complexity of the 

model provides for the ability to consider a range of scenarios. Clinical scenario evaluation is 

outside the scope of this report. 
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Figure 4. Graphviz Rendering of Anthrax Synthea™ Module 
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Table 2. List of Anthrax Synthea™ Module Parameters 

Anthrax Module Parameter Value Used In Pilot 

Year of anthrax event 2018 

Delay into year of initial provider visit Uniform random 
distribution: 220-250 days 

Probability of patient being exposed to anthrax 0.90 

Probability for exposed patient to be asymptomatic 0.80 

Probability for patient to have no allergies 0.40 

Must sum 
to 1.0 

Allergy transition probability: ciprofloxacin allergy 0.15 

Allergy transition probability: doxycycline allergy 0.15 

Allergy transition probability: levofloxacin allergy 0.15 

Allergy transition probability: BioThrax® allergy 0.10 

Allergy transition probability: latex allergy 0.5 

Probability for exposed patient to receive no treatment on initial visit 0.20 
Must sum 

to 1.0 
Probability for exposed patient to only receive the first BioThrax® dose 0.10 

Probability for exposed patient to receive an antimicrobial and possibly the first BioThrax® dose 0.70 

Probability for patient receiving an antimicrobial to receive a first-line antimicrobial 0.90 Must sum 
to 1.0 Probability for patient receiving an antimicrobial to receive a second-line antimicrobial 0.10 

Probability for patient receiving a first-line antimicrobial to receive ciprofloxacin 0.70 Must sum 
to 1.0 Probability for patient receiving a first-line antimicrobial to receive doxycycline 0.30 

Probability for patient receiving a second-line antimicrobial to receive moxifloxacin 0.33 
Must sum 

to 1.0 
Probability for patient receiving a second-line antimicrobial to receive clindamycin 0.34 

Probability for patient receiving a second-line antimicrobial to receive levofloxacin 0.33 

Probability for patient receiving an antimicrobial to also receive the first BioThrax® dose 0.50 Must sum 
to 1.0 Probability for patient receiving an antimicrobial to not receive first BioThrax® dose 0.50 

Probability for patient receiving the first BioThrax® dose to go on to receive the second dose 0.70 Must sum 
to 1.0 Probability for patient receiving the first BioThrax® dose to not go on to receive the second dose 0.30 

Delay between BioThrax® doses 1 and 2 Uniform random 
distribution: 14-18 days 

Probability for patient receiving the second BioThrax® dose to go on to receive the third dose 0.5 Must sum 
to 1.0 Probability for patient receiving the second BioThrax® dose to not go on to receive the third dose 0.5 

Delay between BioThrax® doses 2 and 3 Uniform random 
distribution: 14-18 days 

4.3 Example Record 

As mentioned in Section 4.1.3, the synthetic patient records can be output in several different 

formats. The plain text format is useful for the pilot since it is human readable and thus easily 

interpreted by the clinical SME evaluators. An example of the one of the pilot records is 

provided below in Figure 5. It contains information derived from all the modules in Synthea™, 

including the anthrax module. The inclusion of non-anthrax-related information is one of the 

aspects of the synthetic pilot that provides for a more realistic testing environment. 
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Figure 5. Example Synthetic Patient Record in Text Format 
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5. Synthetic Pilot Outcomes 

This section describes the outcomes from the synthetic pilot described in Section 3. This 

synthetic pilot serves as a validation of the Anthrax PEP CDS, within the limitations afforded by 

purely synthetic testing. The results of the pilot are discussed in this section, as are the issues 

identified during the evaluation. 

5.1 Evaluation Results 

Table 3 below summarizes the results from the 112 test patients (12 deceased and 100 living) 

generated using Synthea™ with the anthrax module. Out of the 112 test patients, just two had 

identified issues, both of which were resolvable. The issue that impacted the two patient records 

is discussed in the next section, while detailed patient results are listed in Appendix B. 

Table 3. Summary of Results from Synthetic Pilot 

Total Number of 
Synthetic Patients 

Number of Synthetic 
Patients with No Issues 

Number of Synthetic Patients 
with Resolvable Issues 

Number of Synthetic Patients with 
Unresolvable Issues 

112 110 2 0 

 

Figure 8 through Figure 17 in Appendix B list the evaluation results for each test patient, as 

entered by the CAMH clinical SME team. Issues are indicated by a “0” in the corresponding cell 

of the evaluation spreadsheet. These cells are also color-coded red to highlight the issues. 

Comments appear next to entries with identified issues but can also appear next to other test 

patients (e.g., Patient 61 in Figure 12). The appearance of a comment does not necessarily 

indicate that any issues have been identified for a test patient. 

5.2 Addressed Issues 

Patients 1 (Figure 8) and 85 (Figure 15) both were determined by the clinical SME evaluators to 

have been incorrectly given an order set recommending a dose of the anthrax vaccine despite the 

fact that only 13 days had elapsed since the last dose.4 Review of the CQL vaccine timing logic 

and associated built-in tests confirmed that the CDS appeared to be correctly specifying a 14-day 

spacing between vaccine doses. Upon further investigation, a time zone bug was discovered in 

the CQL execution framework used to run the CDS. The synthetic patient records were 

generated assuming a certain time zone (Eastern Daylight Time), but a different time zone 

(Eastern Standard Time) was assumed when evaluating the CDS using the CQL execution 

framework. 

The CQL execution framework has logic that is meant to account for time zone differences when 

comparing two dates; however, there is a bug in the logic. The CDS specifies a required 

difference in time to be 14 days, which according to the CQL standard [7] implies a certain 

resolution whereby small-time differences (i.e., hours, minutes, seconds) should be ignored when 

comparing two dates. This is exactly what the CQL execution framework attempts to do; 

however, it discards the small-time differences prior to the time zone adjustment. This results in 

                                                 
4     The CDS should only recommended another vaccine dose if 14 days have elapsed since the last dose. 
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the issue observed with Patients 1 and 85, where only 13 calendar days had elapsed since the last 

vaccine dose but the CQL execution framework was calculating a 14-day difference, which 

triggered the next dose in the CDS vaccine logic. 

Since the CDS vaccine logic is indeed correct, fixing the bug in the CQL execution framework 

resulted in the correct order set being output by the CDS for Patients 1 and 85. However, the 

results in this report were purposefully not updated to reflect the occurrence of this [resolvable] 

issue. The bug was only fixed in a local copy of the CQL execution framework; however, it was 

discovered that others fixed this bug in the main repository shortly after the synthetic pilot was 

completed [38]. 

5.3 Discussion 

Given the complexity of the anthrax module, the variety of the synthetic patient data, and the 

number of test patients, the Anthrax PEP CDS performed remarkably well. Only a single issue 

was identified, which impacted only two (2%) of the 112 patient records in the test sample. This 

issue was not directly related to the CQL but instead to the open-source tool for executing the 

CQL. Fixing the bug in the open-source tool resolved the issue. No unresolvable issues were 

encountered during the evaluation. 
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6. Lessons Learned 

Multiple lessons were learned during the synthetic pilot and associated validation activities. This 

section documents these lessons learned and describes how they can improve the CDS 

development and validation process in the future. 

6.1 Test-Driven Development 

As described in Section 2.2, a TDD approach was taken while the Anthrax PEP CQL was being 

written. This means that desired CDS functionality was first described in an automated test, and 

then just enough CQL was written to ensure the test passed. One of the benefits of TDD is that 

the resulting code tends to have fewer defects and bugs compared to software written using other 

approaches [9]. One lesson learned from this synthetic pilot is that the very small number of 

[resolvable] issues is likely due to the TDD approach used to write the CQL. 

6.2 Understand Synthetic Data Assumptions 

As described in Section 4.1.4, some changes had to be made to Synthea™ before it could be used 

to generate appropriate data for this pilot. This was because Synthea™ made several narrow 

assumptions about what code systems could be used in FHIR DSTU2 resources. Preparation for 

the synthetic pilot afforded the opportunity to understand the assumptions and restrictions made 

by the tool used to generate the synthetic test patient data. Understanding these limitations was 

key to designing an appropriate synthetic pilot for the validation of the Anthrax PEP CDS.  

6.3 Error Tracing 

As described in Section 5.2, an issue was found with two of the synthetic test patients. Having 

the ability to debug and trace the error to the CQL execution framework was critical to resolving 

this issue. If a robust debugging capability had not been in place, then resolving this issue might 

have not been possible. This serves as another lesson learned when piloting and validating CDS. 
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7. Conclusion 

This report has documented the validation of the Anthrax PEP CDS. Validation of CDS was 

discussed, and a plan for validating the Anthrax PEP CDS was reviewed. The synthetic pilot plan 

leveraged an open-source tool, Synthea™, for generating a set of synthetic patient records. The 

Anthrax PEP CDS was executed against these synthetic patient records, and the outputs were 

evaluated by the CAMH clinical SME team. The overall findings of the synthetic pilot were very 

good; only two test patients exhibited issues during the evaluation. One software bug was 

identified as causing both patient issues, which was resolved through a fix in the software used to 

execute the CDS. Finally, key lessons learned from the outcomes of the synthetic pilot were 

documented. Within the limitations afforded by synthetic patient records test data, the Anthrax 

PEP CDS has been validated using the procedures described in this report.
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Appendix A.  Evaluation Resources 

A.1 Synthetic Pilot Evaluation Spreadsheet 

 

Figure 6. Synthetic Pilot Evaluation Spreadsheet (Blank) 



 

Centers for Disease Control and Prevention Evaluation Resources 

Adapting Emergency Preparedness and Response Guidelines to the Digital Age CDS (Clinical Decision Support) Validation Report  

 21 
Version 1.0  October 17, 2018 

A.2 CDS Artifact Questionnaire 

 

Figure 7. Anthrax CDS Artifact Evaluation Questionnaire 
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Appendix B.  Evaluation Results 

 

Figure 8. Synthetic Pilot Evaluation Results, Page 1 
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Figure 9. Synthetic Pilot Evaluation Results, Page 2 
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Figure 10. Synthetic Pilot Evaluation Results, Page 3 
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Figure 11. Synthetic Pilot Evaluation Results, Page 4 
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Figure 12. Synthetic Pilot Evaluation Results, Page 5 
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Figure 13. Synthetic Pilot Evaluation Results, Page 6 
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Figure 14. Synthetic Pilot Evaluation Results, Page 7 
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Figure 15. Synthetic Pilot Evaluation Results, Page 8 
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Figure 16. Synthetic Pilot Evaluation Results, Page 9 
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Figure 17. Synthetic Pilot Evaluation Results, Page 10 
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Acronyms 

CAMH CMS Alliance to Modernize Healthcare  

CDC Centers for Disease Control and Prevention 

CDS Clinical Decision Support 

CQL Clinical Quality Language 

CQM Clinical Quality Measures 

DSTU Draft Standard for Trial Use 

EHR  Electronic Health Record 

FHIR Fast Healthcare Interoperability Resources 

FFRDC Federally Funded Research and Development Center 

GMF Generic Modeling Framework 

HHS Department of Health and Human Services 

HL7 Health Level 7 

JSON JavaScript Object Notation 

LOINC Logical Observation Identifiers Names and Codes 

ONC Office of the National Coordinator for Health Information Technology 

PEP Post-Exposure Prophylaxis 

SME Subject Matter Expert 

STU Standard for Trial Use 

TDD Test-Driven Development 

 



 

Centers for Disease Control and Prevention  

Adapting Emergency Preparedness and Response Guidelines to the Digital Age CDS (Clinical Decision Support) Validation Report  

 33 
Version 1.0  October 17, 2018 

List of References 

 

[1]  The Office of the National Coordinator for Health Information Technology, "Clinical 

Decision Support," [Online]. Available: https://www.healthit.gov/topic/safety/clinical-

decision-support. [Accessed 25 Sept 2018]. 

[2]  Wikipedia, "Post-exposure prophylaxis," [Online]. Available: 

https://en.wikipedia.org/wiki/Post-exposure_prophylaxis. [Accessed 26 Sept 2018]. 

[3]  CMS Alliance for Healthcare Modernization, "Anthrax artifact metadata and textual 

report," The MITRE Corporation, McLean, 2018. 

[4]  LOINC, "What LOINC is," [Online]. Available: https://loinc.org/get-started/what-loinc-is/. 

[Accessed 25 Sept 2018]. 

[5]  HL7, "FHIR Overview," [Online]. Available: https://www.hl7.org/fhir/overview.html. 

[Accessed 30 Aug 2018]. 

[6]  National Library of Medicine, "Value Set Authority Center," [Online]. Available: 

https://vsac.nlm.nih.gov/. [Accessed 25 Sept 2018]. 

[7]  HL7, "Clinical Quality Language, Release 1," [Online]. Available: 

http://www.hl7.org/implement/standards/product_brief.cfm?product_id=400. [Accessed 28 

Aug 2018]. 

[8]  CMS Alliance for Healthcare Modernization, "Anthrax Post-Exposure Prophylaxis 

Implementation Guide," The MITRE Corporation, McLean, VA, 2018. 

[9]  Wikipedia, "Test-driven development," [Online]. Available: 

https://en.wikipedia.org/wiki/Behavior-driven_development. [Accessed 17 Jan 2017]. 

[10]  Wikipedia, "Edge cases," [Online]. Available: https://en.wikipedia.org/wiki/Edge_case. 

[Accessed 11 Oct 2018]. 

[11]  CMD Alliance to Modernize Healthcare, "Anthrax CDS Pilot Decision Briefing," The 

MITRE Corporation, McLean, VA, 2018. 

[12]  HL7, "CQL Execution Framework," [Online]. Available: 

https://github.com/cqframework/cql-execution. [Accessed 28 Aug 2018]. 

[13]  HL7, "CQL Execution FHIR Data Source," [Online]. Available: 

https://github.com/cqframework/cql-exec-fhir. [Accessed 28 Aug 2018]. 



 

Centers for Disease Control and Prevention List of References 

Adapting Emergency Preparedness and Response Guidelines to the Digital Age CDS (Clinical Decision Support) Validation Report  

 34 
Version 1.0  October 17, 2018 

[14]  HL7, "Resource Bundle," [Online]. Available: https://www.hl7.org/fhir/bundle.html. 

[Accessed 28 Aug 2018]. 

[15]  Wikipedia, "Camel case," [Online]. Available: https://en.wikipedia.org/wiki/Camel_case. 

[Accessed 2 Oct 2018]. 

[16]  HL7, "FHIR DSTU2 Resource Index," [Online]. Available: 

https://www.hl7.org/fhir/DSTU2/resourcelist.html. [Accessed 28 Aug 2018]. 

[17]  HL7, "FHIR Release 3 Resource Index," [Online]. Available: 

https://www.hl7.org/fhir/resourcelist.html. [Accessed 2 Oct 2018]. 

[18]  Wikipedia, "White-box testing," [Online]. Available: https://en.wikipedia.org/wiki/White-

box_testing. [Accessed 2 Oct 2018]. 

[19]  Wikipedia, "Black-box testing," [Online]. Available: https://en.wikipedia.org/wiki/Black-

box_testing. [Accessed 2 Oct 2018]. 

[20]  Wikipedia, "Pseudorandomness," [Online]. Available: 

https://en.wikipedia.org/wiki/Pseudorandomness. [Accessed 2 Oct 2018]. 

[21]  M. Campbell, S. Julious and D. Altman, "Estimating sample sizes for binary, ordered 

categorical, and continuous outcomes in two group comparisons," British Medical Journal, 

vol. 311, no. 7013, pp. 1145-1148, 1995.  

[22]  The MITRE Corporation, "Synthea," [Online]. Available: 

https://synthetichealth.github.io/synthea/. [Accessed 20 9 2018]. 

[23]  Synthea Project, "Demographics for Other Areas," [Online]. Available: 

https://github.com/synthetichealth/synthea/wiki/Other-Areas. [Accessed 20 9 2018]. 

[24]  Wikipedia, "Java (programming language)," [Online]. Available: 

https://en.wikipedia.org/wiki/Java_(programming_language). [Accessed 20 9 2018]. 

[25]  Wikipedia, "Agent-based model," [Online]. Available: https://en.wikipedia.org/wiki/Agent-

based_model. [Accessed 20 9 2018]. 

[26]  Synthea Project, "Synthea Wiki: Getting Started," [Online]. Available: 

https://github.com/synthetichealth/synthea/wiki/Getting-Started. [Accessed 20 9 2018]. 

[27]  Synthea Project, "Generic Module Framework," [Online]. Available: 

https://github.com/synthetichealth/synthea/wiki/Generic-Module-Framework. [Accessed 

20 9 2018]. 



 

Centers for Disease Control and Prevention List of References 

Adapting Emergency Preparedness and Response Guidelines to the Digital Age CDS (Clinical Decision Support) Validation Report 

 35 
Version 1.0  October 17, 2018 

[28]  JSON.org, "Introducing JSON," [Online]. Available: http://www.json.org/. [Accessed 20 9 

2018]. 

[29]  Wikipedia, "Deterministic system," [Online]. Available: 

https://en.wikipedia.org/wiki/Deterministic_system. [Accessed 3 Oct 2018]. 

[30]  Synthea Project, "Guard States," [Online]. Available: 

https://github.com/synthetichealth/synthea/wiki/Generic-Module-Framework%3A-

States#guard. [Accessed 20 9 2018]. 

[31]  Synthea Project, "Currently Supported Diseases," [Online]. Available: 

https://github.com/synthetichealth/synthea/wiki#currently-supported-diseases. [Accessed 

20 9 2018]. 

[32]  The MITRE Corporation, "Synthea Github Page," [Online]. Available: 

https://github.com/synthetichealth/synthea. [Accessed 3 Oct 2018]. 

[33]  HL7, "Resource Obervation," [Online]. Available: 

https://www.hl7.org/fhir/DSTU2/observation.html. [Accessed 3 Oct 2018]. 

[34]  SNOMED International, "SNOMED-CT: 5-Step Briefing," [Online]. Available: 

https://www.snomed.org/snomed-ct/five-step-briefing. [Accessed 3 Oct 2018]. 

[35]  HL7, "Resource AllergyIntolerance," [Online]. Available: 

https://www.hl7.org/fhir/DSTU2/allergyintolerance.html. [Accessed 3 Oct 2018]. 

[36]  U.S. National Library of Medicine, "RxNorm," [Online]. Available: 

https://www.nlm.nih.gov/research/umls/rxnorm/. [Accessed 3 Oct 2018]. 

[37]  Graphviz.org, "Welcome to Graphviz," [Online]. Available: https://www.graphviz.org/. 

[Accessed 3 Oct 2018]. 

[38]  Bonnie Team, "Bonnie v1.3 updates add date (#41)," [Online]. Available: 

https://github.com/cqframework/cql-

execution/commit/917ea5d655b234a4ebd159a92aa33deb28330451. [Accessed 11 Oct 

2018]. 

 

 

 


	Record of Changes
	Executive Summary
	Table of Contents
	List of Figures
	List of Tables
	1. Introduction
	2. CDS Validation
	2.1 Validation Purpose
	2.2 Validation Components
	2.3 Pilot Options

	3. Synthetic Pilot Plan
	3.1 Overview
	3.2 Methodology

	Table 1. Summary of Anthrax PEP CDS Outputs
	3.3 Discussion

	4. Synthetic Patient Record Generation
	4.1 Synthea™
	4.1.1 Overview
	4.1.2 Modules
	4.1.3 Export
	4.1.4 Modifications

	4.2 Anthrax Module

	Table 2. List of Anthrax Synthea™ Module Parameters
	4.3 Example Record

	5. Synthetic Pilot Outcomes
	5.1 Evaluation Results

	Table 3. Summary of Results from Synthetic Pilot
	5.2 Addressed Issues
	5.3 Discussion

	6. Lessons Learned
	6.1 Test-Driven Development
	6.2 Understand Synthetic Data Assumptions
	6.3 Error Tracing

	7. Conclusion

